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[bookmark: _Toc235611089]Our Vision
"From small beginnings come great things."
At Cadmore End CofE Combined School and Nursery, we are committed to creating a safe, respectful and inclusive environment where every member of our community is valued. Protecting personal information is an essential part of maintaining the trust of pupils, parents, staff and the wider community. We recognise that handling personal information responsibly supports safeguarding, promotes effective education and ensures that individuals' rights and freedoms are respected.
[bookmark: _Toc235611090]Policy Statement
Cadmore End CofE Combined School and Nursery is committed to protecting the personal information of pupils, parents, staff, governors, volunteers, visitors and contractors.
The school recognises that personal data is entrusted to us and must be handled lawfully, fairly, securely and transparently. We are committed to complying with the requirements of the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and all relevant guidance issued by the Information Commissioner's Office (ICO).
This policy sets out how the school collects, uses, stores, shares and disposes of personal information, together with the responsibilities of all staff and governors in ensuring that personal data is protected.
Everyone working in or on behalf of the school shares responsibility for protecting personal information. Failure to comply with this policy may result in disciplinary action and, where appropriate, legal action. The school is committed to fostering a culture in which personal information is handled responsibly, respectfully and securely.
[bookmark: _Toc235611091]1. Purpose
The purpose of this policy is to ensure that Cadmore End CofE Combined School and Nursery:
· complies with all current data protection legislation; 
· protects the rights and freedoms of individuals whose personal information we process; 
· ensures that personal information is handled consistently, securely and appropriately; 
· supports effective safeguarding through the lawful sharing of information where necessary; 
· provides clear guidance to staff, governors and volunteers regarding their responsibilities; 
· promotes confidence amongst pupils, parents and the wider community that personal information is managed responsibly. 
This policy should be read alongside the school's Privacy Notices and related policies, including but not limited to the Child Protection and Safeguarding Policy, Online Safety Policy, Freedom of Information Policy, Records Retention Schedule and Staff Code of Conduct. 
[bookmark: _Toc235611092]2. Scope
This policy applies to all personal data processed by the school regardless of format, including information that is:
· held electronically; 
· stored in cloud-based systems; 
· recorded on paper; 
· contained within emails; 
· stored on portable devices; 
· shared verbally where personal information is discussed. 
It applies to all:
· employees; 
· governors; 
· volunteers; 
· agency staff; 
· contractors; 
· students on placement; 
· anyone processing personal data on behalf of the school. 
The policy covers personal information relating to:
· pupils; 
· parents and carers; 
· employees; 
· governors; 
· volunteers; 
· visitors; 
· contractors; 
· job applicants; 
· former pupils and staff where records are retained. 

[bookmark: _Toc235611093]3. Legislation and Guidance
This policy has been written with regard to the following legislation and guidance:
· UK General Data Protection Regulation (UK GDPR) 
· Data Protection Act 2018 
· Freedom of Information Act 2000 
· Protection of Freedoms Act 2012 (where applicable) 
· Education (Pupil Information) (England) Regulations 2005 
· Human Rights Act 1998 
· Keeping Children Safe in Education (current edition) 
· Information Commissioner's Office (ICO) guidance 
· Department for Education guidance relating to data protection in schools 
Where legislation or statutory guidance changes, this policy will be updated accordingly.

[bookmark: _Toc235611094]4. Definitions
For the purposes of this policy:
Personal Data
Any information relating to an identified or identifiable living individual.
Examples include:
· name; 
· address; 
· date of birth; 
· pupil number; 
· photographs; 
· online identifiers; 
· attendance information; 
· assessment information; 
· employment records. 
Special Category Data
Information requiring additional protection, including:
· health information; 
· ethnicity; 
· religious beliefs; 
· biometric data used for identification; 
· trade union membership; 
· genetic data; 
· information concerning a person's sex life or sexual orientation. 
Processing
Anything done with personal information including:
· collecting; 
· recording; 
· organising; 
· storing; 
· adapting; 
· retrieving; 
· sharing; 
· deleting; 
· destroying. 
Data Subject
The individual whose personal information is being processed.
Data Controller
The organisation that determines how and why personal information is processed.
Cadmore End CofE Combined School and Nursery is the Data Controller for the personal information it processes.
Data Processor
A person or organisation that processes personal information on behalf of the school.
Examples may include providers of:
· Arbor MIS; 
· CPOMS; 
· Microsoft 365; 
· payroll services; 
· educational software.
[bookmark: _Toc235611095]5. Roles and Responsibilities
Protecting personal information is the responsibility of everyone working in or on behalf of the school. Whilst specific responsibilities are delegated to particular individuals, all members of the school community are expected to ensure that personal information is handled securely, lawfully and respectfully.
[bookmark: _Toc235611096]5.1 Governing Board
The Governing Board has overall responsibility for ensuring that the school complies with its statutory obligations under data protection legislation.
The Governing Board will:
· ensure appropriate data protection policies and procedures are in place; 
· appoint a suitably qualified and independent Data Protection Officer (DPO); 
· receive assurance that data protection arrangements remain effective; 
· ensure sufficient resources are available to maintain compliance; 
· monitor significant data breaches and lessons learned; 
· support a culture in which personal information is valued and protected. 
The Governing Board is responsible for providing strategic oversight and does not become involved in the day-to-day management of personal data.

[bookmark: _Toc235611097]5.2 Headteacher
The Headteacher has overall operational responsibility for data protection within the school.
The Headteacher will:
· ensure this policy is implemented consistently across the school; 
· promote a culture where staff understand the importance of protecting personal information; 
· ensure appropriate procedures are in place for collecting, storing, sharing and disposing of personal data; 
· ensure all staff receive appropriate data protection training; 
· ensure that appropriate technical and organisational security measures are maintained; 
· work closely with the Data Protection Officer regarding compliance and any data breaches; 
· ensure data protection considerations are incorporated into school improvement, safeguarding and risk management. 
The Headteacher remains responsible for ensuring that all members of staff understand their individual responsibilities under this policy.

[bookmark: _Toc235611098]5.3 Data Protection Officer (DPO)
The school has a Data Protection Officer (DPO), who provides independent advice and support.
The DPO will:
· advise the school on compliance with UK GDPR and the Data Protection Act 2018; 
· monitor compliance with this policy and relevant legislation; 
· provide advice regarding privacy notices and data protection impact assessments; 
· support the school in responding to Subject Access Requests and other individual rights requests; 
· investigate personal data breaches and advise whether the Information Commissioner's Office (ICO) should be notified; 
· provide guidance regarding contracts with third-party processors; 
· act as the school's point of contact with the ICO. 
The DPO acts in an advisory capacity and operates independently when carrying out their statutory duties.
[bookmark: _Toc235611099]5.4 All Staff
Every member of staff has an individual responsibility to protect personal information.
All staff will:
· comply with this policy and all associated procedures; 
· access only the information necessary to carry out their role; 
· ensure that personal information is accurate and kept up to date; 
· protect passwords and security credentials; 
· lock computers when unattended; 
· securely store paper records containing personal information; 
· ensure confidential conversations cannot be overheard by unauthorised individuals; 
· only share information where there is a lawful basis to do so; 
· report any actual or suspected data breach immediately; 
· complete mandatory data protection training; 
· seek advice if they are unsure whether information can be shared. 
Staff must never access personal information out of curiosity or for reasons unrelated to their professional responsibilities.
Any deliberate misuse of personal information may result in disciplinary action and, where appropriate, referral to external agencies.

[bookmark: _Toc235611100]5.5 Volunteers, Students and Contractors
Volunteers, students on placement, agency staff and contractors who have access to personal information are expected to meet the same standards as employees.
They must:
· follow all relevant school policies; 
· maintain confidentiality at all times; 
· access only information necessary for their role; 
· report concerns immediately; 
· return or securely destroy any information when their work is complete. 
Where appropriate, confidentiality agreements will be in place before access to personal information is granted.

[bookmark: _Toc235611101]5.6 Pupils
Pupils also have an important role in protecting personal information.
Pupils will be encouraged to:
· respect the privacy of others; 
· keep passwords secure; 
· follow the school's Acceptable Use Agreement; 
· report concerns regarding inappropriate sharing of information; 
· use technology responsibly. 
Age-appropriate teaching about privacy, online safety and responsible use of personal information forms part of the school's curriculum.
[bookmark: _Toc235611102]5.7 Visitors
Visitors who may come into contact with personal information are expected to:
· follow the school's safeguarding and confidentiality procedures; 
· wear visitor identification at all times; 
· avoid accessing confidential information unless authorised; 
· return any documents provided before leaving the premises. 

[bookmark: _Toc235611103]5.8 Everyone's Responsibility
Data protection is closely linked to safeguarding.
There may be occasions where personal information needs to be shared quickly in order to protect a child or vulnerable adult from harm. In these circumstances, staff should remember that data protection legislation does not prevent appropriate information sharing for safeguarding purposes. Where there is a safeguarding concern, the welfare of the child is paramount.
Where staff are unsure whether information can be shared, they should seek advice from the Designated Safeguarding Lead or the Data Protection Officer without causing unnecessary delay.
[bookmark: _Toc235611104]6. Data Protection Principles
The school will process personal information in accordance with the seven principles of the UK General Data Protection Regulation (UK GDPR). Personal information will be:
· processed lawfully, fairly and transparently; 
· collected for specified, explicit and legitimate purposes and not used in a way that is incompatible with those purposes; 
· adequate, relevant and limited to what is necessary; 
· accurate and, where necessary, kept up to date; 
· retained only for as long as necessary; 
· processed securely and protected against unauthorised or unlawful use, accidental loss, destruction or damage; and 
· managed in a way that enables the school to demonstrate compliance with these principles. 
These principles underpin all decisions about the collection, use, sharing, storage and disposal of personal information. Further information about how the school applies them is provided throughout this policy, particularly in the sections covering:
· collecting personal information; 
· information sharing; 
· information security; 
· data retention and secure disposal; 
· personal data breaches; and 
· monitoring and review.

[bookmark: _Toc235611105]7. Lawful Bases for Processing Personal Data
Before processing any personal information, the school will identify the lawful basis under Article 6 of the UK GDPR.
The lawful basis will depend upon the purpose for which the information is being processed.
The school primarily relies upon the following lawful bases:
[bookmark: _Toc235611106]Public Task
Most information processed by schools is processed because it is necessary for the school to carry out its official functions and duties in the public interest.
Examples include:
· providing education; 
· monitoring attendance; 
· assessing progress; 
· safeguarding pupils; 
· supporting SEND; 
· communicating with parents; 
· statutory returns to the Department for Education. 

[bookmark: _Toc235611107]Legal Obligation
The school processes personal information where legislation requires it to do so.
Examples include:
· safeguarding duties; 
· employment legislation; 
· health and safety requirements; 
· school census returns; 
· financial records. 

[bookmark: _Toc235611108]Contract
Some information is processed because it is necessary to fulfil a contractual obligation.
Examples include:
· employment contracts; 
· payroll; 
· contracted services; 
· supplier agreements. 

[bookmark: _Toc235611109]Vital Interests
Personal information may be processed where necessary to protect someone's life or prevent serious harm.
This is most likely to arise in emergency medical situations.

[bookmark: _Toc235611110]Consent
Consent will only be relied upon where no other lawful basis is appropriate.
Examples include:
· use of photographs for promotional purposes; 
· certain educational visits where consent is required; 
· participation in optional activities. 
Where consent is used:
· it must be freely given; 
· it must be informed; 
· it must be specific; 
· it must be capable of being withdrawn at any time. 
The school will ensure that it is as easy to withdraw consent as it is to give it.
The withdrawal of consent will not affect processing that has already taken place lawfully.

[bookmark: _Toc235611111]Legitimate Interests
As a public authority, the school will not rely on legitimate interests when processing personal information as part of its public tasks. It may rely on legitimate interests for other limited purposes where this is appropriate.
Before relying on legitimate interests, the Headteacher, in consultation with the Data Protection Officer, will complete and retain a Legitimate Interests Assessment (LIA). This will consider:
the purpose and legitimate interest being pursued; 
whether processing the personal information is necessary to achieve that purpose; 
whether the same outcome could reasonably be achieved in a less intrusive way; and 
whether the interests, rights or freedoms of the individuals concerned override the identified legitimate interest, with particular care given where children’s information is involved. 
The assessment will be completed before processing begins, using the procedure in Appendix G, and the outcome will be reflected in the relevant Privacy Notice.
This follows the ICO’s three-part purpose, necessity and balancing test. 

[bookmark: _Toc235611112]A note for staff
Staff should not be expected to determine the lawful basis every time they process information as part of their normal duties. However, they should understand that all processing must have a lawful basis and should seek advice from the Headteacher or Data Protection Officer if they are unsure whether information can be collected, shared or used.
[bookmark: _Toc235611113]8. Special Category Data
Some types of personal information require additional protection because they are considered more sensitive under the UK General Data Protection Regulation (UK GDPR).
The school recognises that this information requires a higher level of security and will only be processed where there is both:
· a lawful basis under Article 6 UK GDPR; and 
· an additional condition for processing under Article 9 UK GDPR or Schedule 1 of the Data Protection Act 2018. 
Special Category Data includes information relating to an individual's:
· racial or ethnic origin; 
· religious or philosophical beliefs; 
· health or medical conditions; 
· disabilities or additional needs; 
· biometric data used for identification purposes; 
· genetic information; 
· trade union membership; 
· sex life or sexual orientation. 
Although criminal offence data is not classified as Special Category Data, it also requires additional safeguards and will only be processed where permitted by law.

[bookmark: _Toc235611114]8.1 Processing Special Category Data
The school processes Special Category Data only where it is necessary to:
· safeguard children and vulnerable adults; 
· support pupils with medical conditions; 
· meet statutory duties relating to SEND; 
· comply with employment law; 
· ensure the health, safety and wellbeing of pupils and staff; 
· make reasonable adjustments under the Equality Act 2010; 
· fulfil safeguarding responsibilities; 
· comply with legal obligations placed upon schools. 
The school will ensure that only those members of staff who require access to this information are able to view or process it.

[bookmark: _Toc235611115]8.2 Health Information
The school routinely processes health information relating to pupils and staff.
Examples include:
· medical conditions; 
· allergies; 
· medication; 
· healthcare plans; 
· disabilities; 
· dietary requirements; 
· emergency medical information; 
· occupational health information for staff. 
This information is processed only where necessary to protect health, safety and wellbeing and is shared only with those who need to know.

[bookmark: _Toc235611116]8.3 Safeguarding Information
Safeguarding records contain highly sensitive personal information.
Safeguarding information will:
· be stored securely using the school's safeguarding recording system (CPOMS); 
· only be accessible to authorised safeguarding staff; 
· be shared on a strict need-to-know basis; 
· be transferred securely when pupils move schools; 
· be retained in accordance with statutory guidance. 
The school recognises that appropriate information sharing is an essential part of effective safeguarding.

[bookmark: _Toc235611117]9. Collecting Personal Information
The school will collect personal information only where it is necessary to fulfil its educational, safeguarding, employment or legal responsibilities. Information will be collected fairly, transparently and for a clear and lawful purpose.

The school’s Privacy Notices explain what information is collected, why it is needed, how it is used and shared, how long it is retained, and the rights individuals have in relation to their information.

[bookmark: _Toc235611118]9.1 Information We Collect
Depending upon the purpose, the school may collect information including:
[bookmark: _Toc235611119]Pupils
· names; 
· dates of birth; 
· addresses; 
· parent and emergency contact details; 
· attendance information; 
· assessment and attainment records; 
· behaviour information; 
· safeguarding records; 
· SEND information; 
· medical information; 
· dietary requirements; 
· photographs; 
· eligibility for additional funding; 
· transport arrangements. 

[bookmark: _Toc235611120]Parents and Carers
The school may collect:
· contact details; 
· parental responsibility information; 
· communication preferences; 
· payment information where appropriate; 
· information relating to school admissions and pupil support. 

[bookmark: _Toc235611121]Staff
The school collects information necessary for employment including:
· contact details; 
· qualifications; 
· payroll information; 
· references; 
· DBS information; 
· absence records; 
· performance management records; 
· training records; 
· pension information; 
· occupational health information where appropriate. 

[bookmark: _Toc235611122]Governors
Information may include:
· contact details; 
· declarations of business interests; 
· DBS information; 
· governance training records; 
· attendance at meetings. 

[bookmark: _Toc235611123]9.2 Information Collected from Other Sources
The school may receive information from organisations including:
· previous schools; 
· local authorities; 
· health services; 
· social care; 
· the Department for Education; 
· examination bodies; 
· external professionals supporting children; 
· safeguarding partners;
· parents and carers. 
Where appropriate, individuals will be informed that this information has been received.

[bookmark: _Toc235611124]9.3 Accuracy of Information
The school will take reasonable steps to ensure that personal information is accurate and kept up to date. Parents, carers and staff are asked to notify the school promptly of any changes to:
· addresses; 
· telephone numbers; 
· emergency contacts; 
· medical information; 
· parental responsibility; 
· court orders; 
· names. 
The school will take reasonable steps to verify and update information where necessary.
[bookmark: _Toc235611125]9.4 Data Minimisation
The school will only collect information that is necessary for its functions.
Staff should avoid collecting information that:
· has no clear purpose; 
· is unlikely to be used; 
· is excessive for the intended purpose. 
Before requesting additional information, staff should consider whether the school genuinely needs it.

[bookmark: _Toc235611126]9.5 Privacy by Design
[bookmark: _Toc235611127]Whenever the school introduces a new system, application or way of working that involves personal information, data protection will be considered from the outset.
[bookmark: _Toc235611129]An initial screening assessment, using the current ICO DPIA screening checklist, will be undertaken to determine whether the proposed processing is likely to present a high risk to individuals’ rights and freedoms.
Examples may include:
· [bookmark: _Toc235611130]introducing new educational software; 
· [bookmark: _Toc235611131]implementing biometric systems; 
· [bookmark: _Toc235611132]introducing video surveillance or monitoring technology; 
· [bookmark: _Toc235611133]using systems involving large-scale processing of personal information; or 
· [bookmark: _Toc235611134]adopting new technologies, including artificial intelligence. 
[bookmark: _Toc235611135]Where the initial screening identifies that processing may present a high risk, the Headteacher will consult the Data Protection Officer and complete a Data Protection Impact Assessment (DPIA) before the processing begins.
[bookmark: _Toc235611136]The assessment will follow the procedure in Appendix G and use the current ICO DPIA template. Completed DPIAs will be signed off by the Headteacher after considering the independent advice of the Data Protection Officer. They will be retained as part of the school’s data protection records and reviewed whenever the processing or associated risks change.
[bookmark: _Toc235611137]If a high risk cannot be reduced to an acceptable level, the school will seek advice from the Information Commissioner’s Office before proceeding.
[bookmark: _Toc235611138]10. Sharing Personal Information
The school recognises that personal information should only be shared where there is a lawful basis to do so.
Information will only be shared where it is:
· necessary to fulfil the school's statutory responsibilities; 
· required by law; 
· necessary to safeguard children or vulnerable adults; 
· necessary to deliver education or support services; 
· in the public interest; or 
· supported by the individual's consent where consent is the appropriate lawful basis. 
The school will ensure that only the minimum personal information necessary is shared, and only with those who have a legitimate need to know. Where appropriate, information sharing will be recorded.

[bookmark: _Toc235611139]10.1 Routine Information Sharing
The school routinely shares information with organisations including:
· the Department for Education (DfE); 
· Buckinghamshire Council; 
· schools attended before or after Cadmore End; 
· examination and assessment bodies; 
· school nursing services; 
· educational psychologists; 
· health professionals; 
· social care; 
· safeguarding partners; 
· contracted educational support services; 
· payroll and pension providers; 
· the school's Data Protection Officer. 
Information will only be shared where there is a lawful basis for doing so.

[bookmark: _Toc235611140]10.2 Safeguarding
The school recognises that effective safeguarding depends upon appropriate information sharing.
Where there are concerns that a child may be suffering, or is likely to suffer, significant harm, personal information may be shared with relevant agencies without consent where this is lawful and necessary.
Staff should never allow concerns about data protection legislation to prevent appropriate safeguarding action.
The welfare of the child is paramount.
Where appropriate, advice should be sought from the Designated Safeguarding Lead.

[bookmark: _Toc235611141]10.3 Sharing with Parents
Parents and carers are entitled to receive information about their child where this is lawful.
However, there may be occasions where information cannot be shared because:
· the pupil has sufficient understanding to exercise their own rights; 
· disclosure may place a child at risk; 
· another individual could be identified; 
· legal restrictions apply. 
Requests for access to information should be dealt with in accordance with the school's Subject Access Request procedures.

[bookmark: _Toc235611142]10.4 Emergency Situations
Personal information may be shared without delay where this is necessary to:
· protect life; 
· prevent serious harm; 
· obtain emergency medical treatment; 
· support emergency services; 
· protect the public. 
Only the information necessary for the situation will be disclosed.

[bookmark: _Toc235611143]10.5 Information Sharing Agreements
Where personal information is routinely shared with another organisation, the school will ensure that appropriate agreements are in place where required.
These agreements will clearly define:
· the purpose of the sharing; 
· responsibilities of each organisation; 
· security arrangements; 
· retention arrangements; 
· procedures for managing breaches. 

[bookmark: _Toc235611144]10.6 Confidential Conversations
Staff should take reasonable steps to ensure that confidential conversations cannot be overheard by unauthorised individuals.
This includes discussions:
· in classrooms; 
· corridors; 
· reception areas; 
· playgrounds; 
· staffrooms; 
· telephone calls; 
· online meetings. 
Particular care should be taken when discussing safeguarding, SEND or staff matters.

[bookmark: _Toc235611145]11. Data Processors
The school uses a number of external organisations to process personal information on its behalf.
Examples may include providers of:
· Arbor Management Information System (MIS); 
· CPOMS safeguarding system; 
· Provision Map (SEND);
· Microsoft 365; 
· payroll and HR services; 
· educational software; 
· communication systems; 
· financial management systems; 
· school photography; 
· IT support services. 
Where third-party organisations process personal information on behalf of the school, they act as Data Processors.
The school will ensure that:
· appropriate contracts are in place; 
· processors provide sufficient guarantees that they comply with UK GDPR; 
· personal information is processed only on the school's instructions; 
· appropriate security measures are maintained. 
The school remains responsible for ensuring that personal information processed by third parties is protected appropriately.

[bookmark: _Toc235611146]12. International Transfers
Most personal information processed by the school is stored within the United Kingdom.
Where cloud-based systems are used, some information may be processed or stored outside the UK.
Where this occurs, the school will ensure that appropriate safeguards are in place, including:
· an adequacy decision by the UK Government; 
· the UK International Data Transfer Agreement (IDTA); 
· Standard Contractual Clauses or other lawful transfer mechanisms recognised under UK GDPR. 
The school will only use suppliers that can demonstrate appropriate standards of data protection.

[bookmark: _Toc235611147]13. Privacy Notices
The school is committed to being transparent about how personal information is used.
Privacy Notices explain:
· what information is collected; 
· why it is collected; 
· the lawful basis for processing; 
· who information may be shared with; 
· how long it is retained; 
· individual rights; 
· how to raise concerns. 
The school publishes separate Privacy Notices for different groups where appropriate, including:
· pupils and parents; 
· workforce; 
· governors; 
· volunteers; 
· job applicants. 
[bookmark: _Toc235611148]Privacy Notices are reviewed annually and updated whenever there are significant changes to how the school processes personal information.
[bookmark: _Toc235611149]14. Individual Rights
Under the UK General Data Protection Regulation (UK GDPR), individuals have a number of rights regarding the personal information held about them.
The school is committed to respecting these rights and will respond to requests in accordance with current legislation.
Requests relating to personal information should normally be made to the Headteacher or the school's Data Protection Officer (DPO).
The school will respond within the statutory timescales unless an exemption applies.

[bookmark: _Toc235611150]14.1 Right to be Informed
Individuals have the right to know:
· what personal information the school collects; 
· why it is collected; 
· how it is used; 
· who it may be shared with; 
· how long it will be kept; 
· the lawful basis for processing. 
The school provides this information through its Privacy Notices.

[bookmark: _Toc235611151]14.2 Right of Access (Subject Access Requests)
Individuals have the right to request a copy of the personal information held about them.
This is known as a Subject Access Request (SAR).
The school will normally:
· verify the identity of the requester; 
· acknowledge receipt of the request; 
· locate the relevant information; 
· consider whether any exemptions apply; 
· provide the information within one calendar month unless legislation allows an extension. 
Where requests are particularly complex or numerous, the school may extend the response period by up to two further months. Where this happens, the requester will be informed within one month of receipt of the request.
Further guidance is contained in Appendix B – Subject Access Requests.

[bookmark: _Toc235611152]14.3 Children's Rights
Personal information belongs to the child rather than their parent or carer.
Whether a parent can access their child's personal information depends upon:
· the child's age; 
· their understanding; 
· their ability to make informed decisions; 
· the nature of the information requested. 
The school will consider each request individually.
Where appropriate, the views of the child will be taken into account before information is disclosed.

[bookmark: _Toc235611153]14.4 Right to Rectification
Individuals have the right to request that inaccurate or incomplete personal information is corrected.
Where appropriate, the school will:
· investigate the request; 
· amend inaccurate information without undue delay; 
· inform any organisations with whom inaccurate information has been shared where required. 
If the school believes the information is already accurate, the individual will be informed of the reasons for that decision and advised of their right to complain.

[bookmark: _Toc235611154]14.5 Right to Erasure
Individuals may request that personal information is erased in certain circumstances.
This right is not absolute.
The school may be required to retain information where there is:
· a legal obligation; 
· a safeguarding requirement; 
· a statutory retention period; 
· an ongoing investigation; 
· another lawful reason for retaining the information. 
Where the school cannot comply with a request for erasure, the reasons will be explained.

[bookmark: _Toc235611155]14.6 Right to Restrict Processing
Individuals may request that the school temporarily restricts the use of their personal information where:
· its accuracy is disputed; 
· processing is believed to be unlawful; 
· the information is no longer required but is needed for legal claims; 
· an objection to processing is being considered. 
During any period of restriction, the information will normally only be stored unless further processing is permitted by law.

[bookmark: _Toc235611156]14.7 Right to Object
Individuals have the right to object to certain types of processing.
This most commonly applies where processing is based upon:
· legitimate interests; or 
· public task. 
The school will consider each objection carefully and respond in accordance with UK GDPR.
Some statutory processing carried out by schools cannot be stopped because it is required by law.

[bookmark: _Toc235611157]14.8 Right to Data Portability
Where applicable, individuals may request that personal information they have provided is transferred to another organisation in a structured, commonly used and machine-readable format.
This right applies only in limited circumstances and will not usually apply to most information processed by schools under their public task.

[bookmark: _Toc235611158]14.9 Rights Relating to Automated Decision-Making
The school does not routinely make decisions that have legal or similarly significant effects based solely on automated processing.
Should this change, individuals will be informed of:
· the existence of automated decision-making; 
· the logic involved; 
· the likely consequences; 
· their right to request human intervention. 

[bookmark: _Toc235611159]14.10 Right to Complain
If an individual believes their personal information has not been handled appropriately, they should raise the matter with the school in the first instance.
The school will investigate concerns promptly and seek to resolve them wherever possible.
Individuals also have the right to complain directly to the Information Commissioner's Office (ICO).
Contact details for the ICO can be found on its website:
https://ico.org.uk

[bookmark: _Toc235611160]15. Educational Records
Parents (or those with parental responsibility, where applicable) have a legal right to request access to their child's educational record in accordance with education legislation.
Educational records may include information such as:
· reports; 
· assessment information; 
· attendance records; 
· behaviour records; 
· correspondence relating to the pupil. 
The school will respond within the timescales required by legislation.
Information may be withheld where:
· disclosure would identify another individual; 
· safeguarding concerns exist; 
· legal exemptions apply. 
Educational Records are separate from Subject Access Requests, although there may be occasions where both types of request are received together.

[bookmark: _Toc235611161]16. Consent
The school does not rely on consent for most of the personal information it processes.
The majority of information is processed because the school is carrying out its statutory duties or functions in the public interest.
Where consent is used as the lawful basis for processing, records of consent will be maintained and reviewed where appropriate.
Where consent is required, it will be:
· freely given; 
· specific; 
· informed; 
· capable of being withdrawn. 
Examples where consent may be required include:
· use of photographs in promotional material; 
· participation in optional activities; 
· certain uses of personal information where no other lawful basis applies. 
Individuals may withdraw consent at any time.
Withdrawal of consent will not affect processing that took place before consent was withdrawn.
[bookmark: _Toc235611162]17. Information Security
Cadmore End CofE Combined School and Nursery recognises that protecting personal information is essential to safeguarding children, maintaining public confidence and complying with data protection legislation.
The school will implement appropriate technical and organisational measures to protect personal information against:
· accidental loss; 
· unauthorised access; 
· alteration; 
· disclosure; 
· destruction; 
· theft; 
· cyber attack. 
Security arrangements will be reviewed regularly to ensure they remain effective.

[bookmark: _Toc235611163]17.1 Physical Security
Paper records containing personal information will be stored securely.
The school will ensure that:
· confidential files are stored in locked cabinets or secure offices; 
· visitors cannot access confidential records; 
· documents are not left unattended in classrooms or communal areas; 
· confidential paperwork is not left on photocopiers or printers; 
· office areas containing personal information remain secure. 
At the end of each working day, confidential information should be stored appropriately.

[bookmark: _Toc235611164]17.2 Electronic Security
Electronic information will be protected through appropriate security measures.
These include:
· individual user accounts; 
· secure passwords; 
· multi-factor authentication (where available); 
· encrypted devices where appropriate; 
· automatic screen locking; 
· restricted user permissions; 
· secure backups; 
· anti-virus protection; 
· firewall protection; 
· software updates and security patches. 
Access to systems will be based upon the principle of least privilege, ensuring staff only have access to information required for their role.

[bookmark: _Toc235611165]17.3 School Information Systems
The school uses a range of secure electronic systems to support its work.
These may include:
· Arbor Management Information System (MIS); 
· CPOMS safeguarding system; 
· Microsoft 365; 
· financial management systems; 
· educational software; 
· communication platforms; 
· secure cloud storage. 
Only approved systems and applications may be used to store personal information.
Staff must not create unofficial databases or maintain personal records outside approved school systems without authorisation.

[bookmark: _Toc235611166]17.4 Password Security
Staff are responsible for maintaining the security of their accounts.
Staff must:
· use strong, unique passwords; 
· keep passwords confidential; 
· never share passwords with another person; 
· change passwords immediately if they believe they have been compromised; 
· enable multi-factor authentication where available. 
Passwords must never be:
· written where they can be seen by others; 
· shared by email; 
· disclosed over the telephone unless authorised. 

[bookmark: _Toc235611167]17.5 Email Security
School email accounts must be used for school business.
Before sending emails containing personal information, staff should:
· check recipient addresses carefully; 
· ensure attachments are correct; 
· consider whether encryption is required; 
· use blind copy (BCC) where appropriate; 
· avoid including unnecessary personal information. 
· consider whether all recipients need to receive the information.
Where particularly sensitive information is being shared, staff should consider whether a more secure method of transfer is appropriate.

[bookmark: _Toc235611168]17.6 Mobile Devices
Laptops, tablets and other portable devices containing personal information present additional risks.
Staff must:
· keep devices secure at all times; 
· never leave devices unattended in public places or visible in vehicles; 
· report lost or stolen devices immediately; 
· use password protection; 
· follow school procedures for secure storage and transport. 

[bookmark: _Toc235611169]17.7 Personal Devices (Bring Your Own Device)
The school recognises that there may occasionally be circumstances where personal devices are used for school purposes.
Where authorised, staff must:
· comply with the school's Acceptable Use Policy; 
· ensure appropriate security measures are in place; 
· avoid storing personal information on the device wherever possible; 
· delete school information promptly when no longer required. 
Personal devices must not be used to:
· store safeguarding records; 
· retain confidential pupil files; 
· photograph pupils unless expressly authorised in line with school procedures. 

[bookmark: _Toc235611170]17.8 Remote Working
Where staff work remotely, they remain responsible for protecting personal information.
Staff working away from school must:
· ensure conversations cannot be overheard; 
· lock devices when unattended; 
· avoid printing confidential documents unless necessary; 
· transport paper records securely; 
· ensure family members or visitors cannot access school information. 
Confidential documents should be returned to school promptly and disposed of securely when no longer required.

[bookmark: _Toc235611171]17.9 Artificial Intelligence (AI)
The school recognises that Artificial Intelligence (AI) and generative AI tools are increasingly used within education.
Whilst AI can support planning, administration and curriculum development, staff must ensure that the use of AI complies with data protection legislation and safeguarding responsibilities.
Staff must not enter:
· identifiable pupil information; 
· safeguarding records; 
· SEND documentation; 
· staff records; 
· confidential correspondence; 
· medical information; or 
· any other personal data 
into publicly available AI systems unless the system has been approved by the school and appropriate data protection safeguards are in place.
Where AI tools are used, staff remain responsible for ensuring that information generated is:
· accurate; 
· appropriate; 
· unbiased; 
· factually correct; 
· professionally reviewed before use. 
AI should support professional judgement and must never replace it.
Approved AI tools must be used in accordance with any school guidance issued from time to time.
The school will review its guidance on the use of AI regularly to reflect changes in technology, legislation and national guidance.
[bookmark: _Toc235611172]17.10 Cyber Security
The school takes cyber security seriously and works to minimise the risk of cyber incidents.
Staff play a vital role in protecting the school's systems.
Staff should:
· remain alert to phishing emails; 
· avoid clicking suspicious links; 
· report unusual system activity immediately; 
· install updates when prompted on school devices; 
· follow ICT security guidance. 
Any suspected cyber incident should be reported immediately to the Headteacher and the school's IT support provider.

[bookmark: _Toc235611173]17.11 Confidentiality
All members of staff are expected to maintain confidentiality at all times.
Information obtained through employment must not be disclosed unless:
· there is a lawful reason to do so; 
· disclosure is authorised; 
· safeguarding requires information to be shared. 
The duty of confidentiality continues after employment ends.
[bookmark: _Toc235611174]18. Data Retention and Secure Disposal
The school will retain personal information only for as long as it is required to fulfil the purpose for which it was collected or where legislation requires it to be retained.
Retention periods are determined using:
· statutory requirements; 
· Department for Education guidance; 
· Information and Records Management Society (IRMS) Schools Records Management Toolkit; 
· operational need; 
· legal obligations. 
The school will regularly review the information it holds and securely dispose of records that have reached the end of their retention period.
[bookmark: _Toc235611175]18.1 Secure Disposal
When information is no longer required, it will be disposed of securely to prevent unauthorised access.
Examples include:
Paper records
· confidential shredding; 
· secure disposal sacks; 
· approved confidential waste contractors. 
Electronic records
· secure deletion; 
· permanent removal from electronic systems where appropriate; 
· secure wiping of hard drives and storage devices before disposal. 
The school will ensure that confidential information cannot be reconstructed following disposal.
[bookmark: _Toc235611176]18.2 Disposal of Equipment
Before computers, laptops, tablets, mobile phones or storage devices are disposed of, sold or recycled, all personal information will be securely erased.
Where third parties are used to dispose of equipment, the school will ensure they provide appropriate certification confirming secure destruction of data.

[bookmark: _Toc235611177]19. Personal Data Breaches
The school recognises that, despite robust procedures, personal data breaches may occasionally occur.
All suspected or actual breaches must be reported immediately.
Early reporting enables the school to minimise risk, protect individuals and comply with legal reporting requirements.
[bookmark: _Toc235611178]19.1 What is a Personal Data Breach?
A personal data breach is a security incident leading to the accidental or unlawful:
· loss; 
· destruction; 
· alteration; 
· unauthorised disclosure; 
· unauthorised access 
to personal information.
Breaches may be electronic, paper-based or verbal.
[bookmark: _Toc235611179]19.2 Examples of Personal Data Breaches
Examples include:
· sending an email containing personal information to the wrong recipient; 
· losing paperwork containing confidential information; 
· leaving confidential records where unauthorised people can view them; 
· losing a laptop, tablet or USB device containing school information; 
· discussing confidential information where others can overhear; 
· unauthorised access to Arbor or CPOMS; 
· publishing information that should remain confidential; 
· cyber attacks affecting school systems. 
Not every breach needs to be reported to the ICO, but every breach must be reported internally.
[bookmark: _Toc235611180]19.3 Reporting a Breach
Staff who become aware of a breach must:
1. Take immediate action to limit any further disclosure. 
2. Inform the Headteacher immediately. 
3. Notify the Data Protection Officer without delay. 
4. Preserve any evidence. 
5. Complete the school's Data Breach Report Form. 
Staff should never attempt to conceal a breach.
Prompt reporting allows the school to reduce any potential harm.
[bookmark: _Toc235611181]19.4 Investigating Breaches
The Headteacher and Data Protection Officer will determine:
· what information was involved; 
· how the breach occurred; 
· who has been affected; 
· the level of risk; 
· whether affected individuals need to be informed; 
· whether the ICO should be notified. 
The school will also identify any lessons learned and implement measures to reduce the likelihood of similar incidents occurring.
[bookmark: _Toc235611182]19.5 Reporting to the Information Commissioner's Office
Where required by UK GDPR, the school will notify the Information Commissioner's Office (ICO) within 72 hours of becoming aware of a reportable breach.
Where notification is delayed, the reasons will be documented.
[bookmark: _Toc235611183]19.6 Learning from Breaches
Following any significant breach, the school will review:
· procedures; 
· staff training; 
· ICT security; 
· risk assessments; 
· policies. 
The aim is to strengthen practice and reduce future risk.

[bookmark: _Toc235611184]20. Training and Awareness
The school recognises that effective data protection depends upon knowledgeable and confident staff.
All employees, governors and regular volunteers will receive appropriate data protection training.
Training will include:
· staff induction; 
· regular refresher training; 
· updates following legislative changes; 
· cyber security awareness; 
· phishing awareness; 
· secure use of technology; 
· safeguarding and information sharing; 
· role-specific guidance where required. 
The Headteacher will ensure training records are maintained.
Staff are expected to seek advice whenever they are uncertain about the handling of personal information.

[bookmark: _Toc235611185]21. Monitoring and Review
The school is committed to continually improving its data protection arrangements.
Compliance will be monitored through:
· policy reviews; 
· internal audits; 
· review of personal data breaches; 
· ICT security monitoring; 
· staff training records; 
· governor monitoring; 
· advice received from the Data Protection Officer. 
Where weaknesses are identified, appropriate action will be taken promptly.
This policy will be reviewed:
· annually; 
· following changes in legislation; 
· following significant data breaches; 
· following ICO guidance updates; 
· where changes in school practice require revision. 

[bookmark: _Toc235611186]22. Linked Policies
This policy should be read alongside the following school policies and procedures:
· Child Protection and Safeguarding Policy 
· Online Safety Policy 
· Acceptable Use of ICT Policy 
· Freedom of Information Policy 
· Records Retention Schedule 
· Staff Code of Conduct 
· Complaints Policy 
· Staff Disciplinary Policy 
· Children with Medical Needs Policy 
· Health and Safety Policy 
· CCTV Policy (where applicable) 
· Privacy Notices 

[bookmark: _Toc235611187]Equality Impact Statement
In developing this policy, the school has considered its duties under the Equality Act 2010.
The Governing Board is satisfied that this policy does not unlawfully discriminate against any individual or group and supports the school's commitment to equality, inclusion and fairness.

[bookmark: _Toc235611188]Policy Approval
	Approved by
	Governing Board

	Responsible Officer
	Headteacher

	Date Approved
	September 2026

	Next Review
	September 2027


[bookmark: _Toc235611189]Appendix A
[bookmark: _Toc235611190]Personal Data Breach Procedure
[bookmark: _Toc235611191]What is a Data Breach?
A personal data breach is any incident that results in personal information being:
· lost; 
· stolen; 
· destroyed; 
· altered; 
· shared with someone who should not receive it; 
· accessed without permission. 
A breach may involve paper records, electronic records or verbal disclosure.

[bookmark: _Toc235611192]What should I do?
[bookmark: _Toc235611193]STEP 1 – Stop the Breach
Immediately take action to prevent any further disclosure.
Examples include:
· recalling an email; 
· retrieving paperwork; 
· asking recipients to delete information; 
· locking user accounts; 
· disconnecting affected devices. 

[bookmark: _Toc235611194]STEP 2 – Report Immediately
Inform:
· Headteacher 
· Data Protection Officer 
Do not wait until the end of the day.

[bookmark: _Toc235611195]STEP 3 – Record What Happened
Make a note of:
· what happened; 
· when it happened; 
· whose information is involved; 
· how many people are affected; 
· actions already taken. 

[bookmark: _Toc235611196]STEP 4 – Investigation
The Headteacher and DPO will determine:
· level of risk; 
· whether individuals need informing; 
· whether the ICO must be notified; 
· lessons learned. 

[bookmark: _Toc235611197]Remember
Never try to hide a breach.
Early reporting helps reduce harm.

[bookmark: _Toc235611198]Appendix B
[bookmark: _Toc235611199]Subject Access Request Procedure
An individual has the right to request copies of the personal information the school holds about them.
Requests should be directed to:
Headteacher
or
Data Protection Officer

[bookmark: _Toc235611200]On receiving a request
✔ Check identity
✔ Record the request
✔ Inform the Headteacher
✔ Inform the DPO
✔ Do not alter or delete records
✔ Gather relevant information
✔ Consider exemptions
✔ Respond within one calendar month

[bookmark: _Toc235611201]Remember
Information belonging to another person must not normally be disclosed.
Safeguarding information may require specialist consideration.
Always seek advice if unsure.

[bookmark: _Toc235611202]Appendix C
[bookmark: _Toc235611203]Staff Quick Reference Guide
[bookmark: _Toc235611204]DO
✔ Lock your computer when leaving it unattended.
✔ Keep confidential paperwork secure.
✔ Check email addresses before sending.
✔ Use BCC when emailing multiple parents.
✔ Report breaches immediately.
✔ Keep passwords secure.
✔ Challenge anyone without identification.
✔ Use approved school systems.
✔ Shred confidential paperwork.
✔ Ask if you are unsure.

[bookmark: _Toc235611205]DON'T
✘ Leave paperwork on desks overnight.
✘ Discuss pupils in public areas.
✘ Share passwords.
✘ Store safeguarding information on personal devices.
✘ Email confidential information to personal accounts.
✘ Use unapproved apps to store pupil information.
✘ Put personal data into public AI tools.
✘ Assume GDPR prevents safeguarding referrals.

[bookmark: _Toc235611206]Appendix D
[bookmark: _Toc235611207]What is Personal Data?
[bookmark: _Toc235611208]Examples of Personal Data
· Name 
· Address 
· Date of birth 
· Telephone number 
· Email address 
· Photograph 
· Attendance 
· Assessment 
· Behaviour records 
· Payroll details 
· IP address 
· Vehicle registration 

[bookmark: _Toc235611209]Examples of Special Category Data
· Medical conditions 
· Allergies 
· SEND information 
· Disability 
· Ethnicity 
· Religion 
· Biometric information 
· Mental health information 

[bookmark: _Toc235611210]Highly Confidential School Information
Examples include:
· CPOMS records 
· Child Protection Plans 
· MARFs 
· Social Care reports 
· Police information 
· Early Help records 
· EHCP reports 
· Educational Psychology reports 
These should only be accessed by authorised staff.

[bookmark: _Toc235611211]Appendix E
[bookmark: _Toc235611212]Artificial Intelligence (AI) Guidance
Artificial Intelligence can support staff with planning and administration.
However, staff remain professionally responsible for everything they produce.

[bookmark: _Toc235611213]Staff may use AI to:
· generate lesson ideas; 
· create quizzes; 
· draft letters; 
· simplify text; 
· generate examples. 

[bookmark: _Toc235611214]Staff must NEVER enter:
· pupil names; 
· safeguarding concerns; 
· CPOMS information; 
· SEND reports; 
· EHCP documentation; 
· medical information; 
· staff records; 
· confidential emails. 
into publicly available AI systems.

[bookmark: _Toc235611215]Always remember
AI can:
· invent facts; 
· misunderstand questions; 
· produce biased information. 
Everything generated by AI must be checked by a member of staff before use.
Professional judgement always comes first.

[bookmark: _Toc235611216]Appendix F
[bookmark: _Toc235611217]Data Protection Checklist for New Starters
Within your first month you should be able to answer YES to the following:
□ I know who the Data Protection Officer is.
□ I know how to report a data breach.
□ I know how to keep paper records secure.
□ I understand how to use Arbor safely.
□ I understand how safeguarding information is stored.
□ I know how to use Microsoft 365 securely.
□ I know how to email parents safely.
□ I understand password expectations.
□ I know where confidential waste is disposed of.
□ I understand that GDPR supports safeguarding rather than prevents it.
□ I know where to find this policy.

[bookmark: _Toc235611218]Appendix G: Data Protection Assessments
[bookmark: _Toc235611219]1. Legitimate Interests Assessment

A Legitimate Interests Assessment must be completed using the current ICO LIA template before the school relies on legitimate interests as its lawful basis.
The assessment will record:

1. Purpose test: What legitimate interest is being pursued and who benefits?
2. Necessity test: Is using personal information necessary and proportionate? Could the purpose reasonably be achieved in a less intrusive way?
3. Balancing test: What impact could the processing have on individuals? Would they reasonably expect it? Does it involve children, vulnerable individuals or sensitive information? Do their interests, rights or freedoms override the identified interest?
4. Safeguards: What measures will reduce the impact on individuals?
5. Outcome: Can legitimate interests be relied upon, and when will the decision be reviewed?

The Headteacher will complete the assessment in consultation with the Data Protection Officer. The assessment must be approved and retained before processing begins. Relevant Privacy Notices must explain the legitimate interest being pursued and the individual’s right to object.

[bookmark: _Toc235611220]2. Data Protection Impact Assessment

A DPIA screening check, using the current ICO screening checklist, will be undertaken when a new system, technology, supplier or way of working involves personal information. Where the screening identifies that the processing is likely to present a high risk, a full DPIA must be completed before processing begins.
The DPIA will:

1. describe the proposed processing, including its nature, scope, context and purpose;
2. identify the types of personal information and individuals involved;
3. explain the lawful basis and any additional condition required for processing special category data or criminal offence data;
4. assess whether the processing is necessary and proportionate;
5. identify risks to individuals and assess their likelihood and severity;
6. record measures to eliminate or reduce those risks;
7. record consultation with the Data Protection Officer and others where appropriate;
8. document the decision, approval, actions and review date.

The Headteacher is responsible for ensuring that the assessment is completed. The Data Protection Officer will provide independent advice. Where a high risk remains that cannot be adequately reduced, the school will consult the ICO before processing begins.

Completed LIAs and DPIAs should be stored in a restricted Data Protection Assessments folder and entered on a simple assessment register showing:

· assessment title;
· type of assessment;
· owner;
· date completed;
· decision;
· review date; and
· location of the full record.
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